&@Healthix

Job Title: Senior Information Security Analyst
Status: Full Time
Location: New York, NY

About Healthix

Healthix is part of a nationwide movement to improve our health care system through better
access to information. Healthix is the largest public health information exchange (HIE) in the
nation, bringing together over 1,1 00 healthcare organizations at more than 7,000 sites across
New York City and Long Island. We provide secure access to clinical data of more than 17
million patients to improve quality of care, efficiency and effectiveness. Healthix delivers
actionable patient data electronically 24/7 in real time, with patient consent and consistent
with regulations and policies established by NY State Department of Health. Healthix mission is
to support healthcare providers and health plans to provide care management, improve clinical
outcomes, promote efficiency and reduce healthcare costs.

Position Summary:

Healthix is seeking a Senior Information Security Analyst (SISA) who is responsible for aiding and
helping the Information Security Department with day-to-day functions of the security
organization — especially as it relates to security operations, security tools, change management
and vulnerability management. The candidate will be responsible for writing policies and
procedures, authorizing servers and other compliance documentation. The SISA will work with

a variety of security tools including vulnerability management tools, file integrity tools,

intrusion management devices, web application firewall and more.

The Senior Information Security Analyst will report to the Chief Information Security Officer.

Responsibilities and Key Competencies include:

* Managing an Infrastructure and Vulnerability Management Program

* Reviewing Identity and Access Management

* File Integrity Monitoring, integrating with change management and configuration
management

* Level 2 incident response and oversight of the Level 1 incident responders

* Creating and collecting metrics in regard to the various programs.

* Unified Threat Management device monitoring which includes, Firewall, NIDPS, URL
Filtering, file monitoring, etc.

* Policy and Procedure Writing

* Analysis of controls and regulations
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Key Competencies

* Identity and Access Management
* Incident Response and Forensics
* Security Architecture

* Threat and Vulnerability

* Configuration Management

* Change Management

* Data Protection

* Risk Management

Education and Experience Qualifications

* Strong Information Technology background
* Strong Information Security Background

* Strong written skills

* Strong analytic skills

* Security certifications including, but not limited
to;

Security Plus
CISSP

CISA

CRISC

GIAC

CEH

CISCO (any)
Microsoft (any)
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Application and Submission:

Interested individuals please email your resume and cover letter to careers@healthix.org. Please ensure to
include “Senior Information Security Analyst” in the subject line.
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