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SENIOR INFORMATION SECURITY ANALYST: CONFIGURATION MANAGEMENT 

 
Status:  Full Time 
Location:  New York, NY 
 

About this job: 

The Senior Information Security Analyst: Configuration Management (SISA:CM) is responsible for 
aiding and helping the Information Security department with day-to-day functions of the security 
organization – especially as it relates to configuration Management, File Integrity, and Change 
Management.  There will be requirements for the written side of security including writing policies 
and procedures, authorizing server configurations, creating baselines, identifying and creating 
metrics, reporting and so on. 
 
Healthix is seeking a candidate who will be responsible for helping to aide the Chief Information 
Security Officer and the Director of Information Security with by using a variety of tools including 
Tripwire (CIS monitoring, HIPAA Monitoring, Change Management evaluation), Vulnerability 
Management Tools (for Configuration Management), and so on. 

The ideal candidate will have a mastery of at least one compliance framework and have worked in 
one or more of the following security disciplines including; 

• Center For Internet Security (CIS) Standards 
• Configuration Management 
• Change Management 
• Tripwire (File Integrity Monitoring) 
• Basic Network Architecture 
• Incident Response 
• Hardening Practices 
• Risk Management 

 
The position will report up to the Director of Information Security, but will work closely with the Chief 
Information Security Officer, the Information Technology department and sometimes with the 
compliance department as part of his or her day-to-day duties. 

 
The ideal candidate will possess the following traits; 

http://www.healthix.org/


• A strong understanding of the basic Information Security principles 
• A desire to help create a strong configuration security posture 
• A desire to learn and adapt to a quickly growing Information Security program. 
• A desire to pay keen attention to detail 
• A willingness to adapt, grow, and change with the role. 

 

Responsibilities: 

• Validating the builds against the CIS and HIPAA standards across a range of technology 
• Validating the builds of applications for CIS-like standards where CIS standards do not exist 
• Running configuration management reports across systems 
• File Integrity monitoring 
• Creating quarterly reports related to configuration management 
• Creating remediation plans related to information security 
• Working with both IT and Security related to both IT and Security incidents 

 

Requirements 

• Strong information technology background 
• Strong information security background 
• Strong written skills 
• Strong analytic skills 
• Security certifications including, but not limited to;  

o Security Plus 
o CISSP 
o CISA 
o CRISC 
o GIAC 
o CISCO (any) 
o Microsoft (any) 
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About Healthix 

Healthix is the largest public Health Information Exchange in the country, bringing together 
hundreds of healthcare organizations at over 1,500 locations across New York City and Long 
Island.  We provide secure access to clinical data of more than 16 million patients to improve quality 
of care, efficiency and effectiveness.  Data available through Healthix includes a broad range of 
clinical information electronically delivered 24/7, in real-time. 


