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1. Consent Registration API Introduction

A Consent Registration API solution allows Healthix participant’s users to access Consent Registration
without having to log in separately. This document describes the method and specifications on how
Healthix, the service provider can accept Consent Registration API credentials from its participant to
authenticate against either Healthix’s HealthShare system or SAML authentication.

The Consent Registration APl process utilized by Healthix authenticates for a valid member identity from
its participants. Once that user identity has been validated, the Healthix’s application controls the
member’s privileges and access within Consent Registration tool. If Healthix cannot validate the
member’s identity successfully then no access to Consent Registration is allowed.

2. Registration & Authentication
Healthix uses SAML authentication to authorize members requesting access to Consent Registration via
APl service. SAML authentication for Consent Registration APl enables members to access Healthix
Consent Registration. In SAML authentication, Participant sends information required by Healthix via
SOAP call. Healthix processes the information provided by Participant and creates member profile in its
HealthShare user directory. For subsequent member access, Healthix uses the member profile created
during the initial access to authenticate and authorize member.
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3. Consent Registration API

Consent Registration APl uses SAML authentication to allow participants to authenticate members for

the Healthix Consent Registration access. The following diagram shows the workflow for Consent
Registration API from participant to Healthix.
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4. Steps for Consent Registration API

1. User clicks on the Consent Registration APl button in their application.
2. Participant generates the request to Healthix with the following attributes and sends http post

Item Required
Member’s MRN Required
Facility ID Required

3. Participant sends generated request to Healthix. (See Appendix - A)

Healthix process the SAML http header request received from participant.

For new members, Healthix create the member in Healthix.

Once authenticated and authorized, Healthix queries HealthShare for member Information.
Depending on member registration, Healthix generates response to the Participant’s request.

Nowuks
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Appendix - A
Participant’s request to Healthix:

POST http://zephyr:81/TestSaml/ HTTP/1.1

Accept: text/html, application/xhtml+xml, */*
Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWG64; Trident/7.0; rv:11.0) like Gecko
Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip, deflate

Host: zephyr:81

Content-Length: 8921

DNT: 1

Connection: Keep-Alive

Pragma: no-cache

SAMLResponse=
PHNhbWxwOlIc3BvbnNIIHhtbG5z0nNhbWwSInVybjpvYXNpczpuYW1lczp0YzpTQU1MOjluMDphc
3NIcnRpb24ilHhtbG5z0nhzPSJodHRwOIi8vd3d3LnczLm9yZy8yMDAxL1hNTFNjaGVtYSIgeG1sbnM6
ZHMSYImhOdHA6Ly93d3cudzMub3InLzIwMDAvMDkveG1sZHNpZyMilHhtbG5z0nhzaTOiaHROcDovL
3d3dy53My5vemcvMAwWMS9YTUXTY2hlbWEtaW5zdGFuY2UIlEIEPSIFNWRIiYTY2NjQtNTYyNCOONT
MyLTkyNDctYjFiZTkOZGE2MjNkliBWZXJzaW9uPSlyLjAilElzc3VISW5zdGFudDOiMjAxNiOwNy0OyN1Qy
MDo0OMzoy0OS4xODAxMDk3WilgRGVzdGluYXRpb249ImhOdHBzOi8vc3RhZ2UuaGVhbHRoaXgub3J
nL2NzcCOwWdWIsaWMvaHNhY2NIc3MvSGVhbHRoaXguQ29ubmVjdGlvbi5FcGljUINPLINBTUxBAXR
oLmNscylgeG1sbnM6c2FtbHASInVybjpvYXNpczpuYW1lczp0YzpTQUIMOjluMDpwcm90b2NvbCl+P
HNhbWw6SXNzdWVyPkVwaWNTVFMS8L3NhbWw6SXNzdWVyPjxTaWduYXR1cmUgeG1sbnM9Imh
OdHA6Ly93d3cudzMub3InLzlwMDAvMDkveG1sZHNpZyMiPixTaWduZWRJIbmZvPjxDYW5vbmljYW
xpemFO0aW9uTWV0aG9kIEFsZ29yaXRobTOiaHROcDovL3d3dy53My5vemcvMjAwWMS8xMC94bWwt
ZXhjLWMxNG4jliAvPixTaWduYXR1cmVNZXRob2QgQWxnb3JpdGhtPSlodHRwOIi8vd3d3LnczLm9yZ
y8yMDAWLzA5L3htbGRzaWcjcnNhLXNoOYTEiIC8+PFIIZmVyZW5jZSBVUKKSIINFNWRIYTY2NjQtNTYy
NCOONTMyLTkyNDctYjFiZTkOZGE2MjNklj48VHIJhbnNmb3Jtcz48VHIhbnNmb3JtIEFsZ29yaXRobT0ia
HROcDovL3d3dy53My5vemcvMjAwMC8wOS94bWxkc2Inl2VudmVsb3BIZC1zaWduYXR1cmUilC8+P
FRyYW52Zm9ybSBBbGdvcmI0aGO9ImhOdHA6Ly93d3cudzMub3JnLzIwMDEVMTAveG1sLWV4Yylj
MTRulyl+PEIuY2x1c212ZU5hbWVzcGFjZXMgUHJIZmIATGIzdDOIil2RIZmF1bHQgc2FtbHAgc2FtbCB4c
yBkcyB4c2kilHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC1leGMtYzEObiMIilC8+PC
9UcmFuc2Zvecm0+PC9UcmFuc2Zvem1zPjxEaWdIc3RNZXRob2QgQWxnb3JpdGhtPSJodHRwOi8vd3d
3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjc2hhMSIgLz48RGINZXNOVmFsdWU+VU5aRytWQjA2K2F
LSVgOW,ZGYXIKUHJUOUhFPTWVRGINZXNOVmMFsdWU+PCISZWZIcmVuY2U+PCI9TaWduZWRJIbmZvP
JXTaWduYXR1IcmVWYWx1ZT53Y2wyY3pncWV0aUp4QU10aVNoTzk4WG52bVpnZzFkSStySOp6T1hs
ay9LMkFIYi9ONWpkek5xdVVVNDh1VTMyNFFRVOVtSHQvTGhZS2IGN1g1WUpOZiFhYzZmZnNJbTB2
aWxIS0s2YVY3UGIHalhxWWRFU3RaNkdQQ201VjRhWG9sTzhFN2hGeVhvL2xI1ZzNPaGYrN2VoUi80
cFczcINUdWdABMThOZHYzQk1nNS91YIZ1SkFKSkFYTUVodnJIVjc2ZIpETExRKzhFdGxiOUI1Ti9paGZX
OTBEbkhUVOdieEFOc2xXS2dJZTh2MXdGdEd4RzMvZEVDSkFidU4vaG5MVUI2UFJON3U5cHIMZWF
mOEFyRzJhVnUxemgwYO0hyczJyREVhTHZMMmIDZnNkWWZqT3doYjNPay9UL1oyVE5RV1Badzk4Yk
tzeEpGMzR1VytNSVBZeFE9PTwvU2InbmFOdXJIVmFsdWU+PEtleUluZm8+PFg1MDIEYXRhPjxYNTAS
U3ViamVjdE5hbWU+QO049U1RTLVRTVC5jaHNsaS5vemcsIEQVPUIuZm9ybWFOaW9ulFRIY2hub2xvZ
3ksIE89Q2F0aG9saWMgSGVhbHRoIFNIcnZpY2VzIGImIExvbmcgSXNsYWS5kLCBMPVIvY2t2aWxsZS
BDZW50cmUsIFM9TmV3IFlvemssIEM9VVMS8L1g1MDITdWIqZWNOTmFtZT48WDUwOUNIcnRpZml
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JYXRIPk1JSUY1akNDQk02Z0F3SUJBZOILVkOvYU5RQUNBQUI3R1RBTkIna3Foa2lHOXcwQkFRVUZBR
EJQTVINdOVRWUtDWkItaVpQeUxHUUJHUIIEYiNKbk1SVXdFd1ILQ1pJbWIaUHIMR1FCR1JZRIkyaHpi
R2t4SVRBZkInTIZCQU1UROVOSVUweEpMVVZ1ZEdWeWNISnBiMIVOVTNWaUxVTkJNVEFIRncweES
qQTFNekVATKRBNESEUMFGdzB5TkRBMUI1ERXhOalF5TIRGYU1JR3FNUXN3Q1FZRFZRUUdFdOpWV
XpFUk1BOEdBMVVFQOJNSVRtViNJRmx2Y21zeEdUQVhCZ05WQkKFVEVGSnZZMnQyYVd4c1pTQkRa
VzUwY21VeE1EQXVCZ05WQkFvWEowTmhkR2h2YkdsaklFaGxZV3gwYUNCVFpYSjJhV05sY3ICdIppQ
k1iMjvuSUVsemJHRnVaREVmMTUIWROEXVUVDeE1XU1c1bWIzSnRZWFIwYjl0Z1ZHVmphRzV2Ykc5b
mVURWFNQmMdHQTFVRUF4TVIVMVIUTFZSVFZDNWpPhSE5zYVM1dmNtY3dnZOVpTUEWRONTcUdT
SWIzRFFFQkFRVUFBNEICRHdBd2dnRUtBbOICQVFERVcxaHZ5eGIMSFJIbjZINXNwYktsNUVEAXIDTO
pkeGFSNOZWT0O9uZUczdXodcmYreU5YeHZYeCthL1BCdDZjckxTcEREL1owckx3ZC8zRmVaMzNGSWV
sNzNPM29rQUExN1BuNnFHcIB6b1ZQVWg3dzIlvNVozOVBWM1RJeVcOWWES5SSUpYdXVGSnIDOEtO
Y2QvalByWG5sOFBkSHhIZVNWKOdkdDhNV21aN201ckxuVTEOTURsTOOrcll5WHNxalpNOHFjejhLO
Gs2RWpMRHAHVENIcIFuTXZKaG4yYOhEUWNnKzRaRVphaGw3UUFHWHhwNkNZNHVadnRwcDZU
SzNOemZ4d2RTVjI5K3QvU0d5cTIhK1dYTGhqNzVrTmdCOUhFakczaUNGOG9HOTFjalFwNDhoZDJzT
TJONERhUG5zSmZNLOk0SzIIVHIZV3JGUy90QWE4aGRBZ01CQUFHamdnSmINSUIDWWpBTOInTIZI
UThCQWY4RUJBTUNCYUF3RXdZRFZSMGxCQXd3Q2dZSUt3WUJCUVVIQXdFd2VBWUpLblpJaHZjTk
FRa1BCR3N3YVRBT0J/nZ3Foa2lHOXcwREFNSUNBSUF3RGAZSUtvWklodmNOQXdRQOFnQOFNQXNH
Q1dDRINBRmMxBdA1FCS2pBTEInbGdoa2d CWIFNRUFTMHADd1IKWUIaSUFXVURCQUVDTUFzRONXQ
0dTQUZsQXdRQkJUQUAhCZ1VyRGANQOJ6QUtCZ2dxaGtpRzI3MERCekFkQmdOVKkhRNEVGZ1FVeEFQ
aGhZWkI2c21jO0TQvTzdMSTd3TGV1dE5VdOh3WURWUjBqQkInd0ZvQVVWQng2WkI1tcnRkcG91Syt
IVEVUUKZ2RnZGZnd3V3dZRFZSMGZCRIF3VWpCUWIFNmdUSVpLYUhSMGNEb3ZMMjFOWkdOMm
JuaQmliVO5wTURBeExtTm9iMnhwTG05eVp50URaWEowUIc1eWlyeHNMMESJIVTBA4SkxVVnVkR1Z5
YOhKcGMyVXRVM1ZpTFVOQk1TZ3hLUzVqY213d2djZ0dDQ3NHQVFVRkJ3RUJCSUc3TUIHNE1JRzFC
Z2dyQmdFRkJRY3dBb2FCcUd4al1lYQTZMeTh2UTAOOVEwaFRURWtOUIcIMFpYSndjbWx6 WIMxVG
RXSXRRMEVATEVOT1BVRkpRU3hEVGoxUWRXSnNhVO1sTWpCTFpYa2xNakJUWIhKMmFXTmxjeXh
EVGoxVFpYSjJhV05sY3I4RFRGMURIiMVtYVdkMWNtRjBhVzI1TEVSRFBXTm9iMnhwTEVSRFBXOXlae
jlgUVVObGNuUnBabWxqWVhSbFAySmhjMIUVYjIKcVpXTiBRMnhoYzNNOVkyVnlkR2xtYVdOaGRHb
HZia0YxZEdodmNtbDBIVEE4AQmdrck/nRUVBWUkzRIFIRUx6QXRCaVVyQmdFRUFZSTNGUWIllelpaeG
hLS3ILNGJoZ3IPRngrOVMwNWtKQzRUcXhWKO0d1c1plQWdGaOFnRUVNQnNHQINzROFRUUJnamN
WQ2dRT01Bd3dDZ11JS3dZQkJRVUhBAOV3RFFZSktvWklodmNOQVFFRkKJRQURNZOVCQUARTmMIJtb1Z
zeWVEQ2JONXcyV2htNOVrNIBwRU91TIFNelhMaO5YYlImbDIzLOR4a3BIdONrMU1IMMUdAFVk1Mc20
vYUI3ZmxGWHI5aVNxZ3cyTjBOOUFFcFo5WEJ1eGFFUTNPVESMLzEQeEI2OUFpbIRwbTIObWhJQ111
U0JOcnNYNE5BR2VWUIZYQ253MmInZ3JOcVVUa1lJ5MUhqZThgbHh5TOR5QXI5WnZDVEN1emIMKz
dTcmJ3Z2g1NDVIcOXMTKEObk1YSmo2bEdhRk9laTRMRzBYdi9kWjgvSmNGaVdRcytGUOdueXBuaE9
HK3JRTGRUMEwWA4allhT3Z4WTITQUxWZkFZZzIWa3ZjROVuamdUM3pBROIMQmhrc3NjdmI1Q3pPZ
DZYLO9LKOtJRINAVHFmMYOpDMDkrazh5RFARQINTRVpYWTBWclh2Z3JvVnFnbStGMUJiMDO8L1g1M
DIDZXJ0aWZpY2F0ZT48L1g1MDIEYXRhPjwvS2V55W5mbz48L1NpZ25hdHVyZT48c2FtbHA6U3RhdH
VzPjxzYW1scDpTdGFOdXNDb2RIIFZhbHVIPSI1cm46b2FzaXM6bmFtZXM6dGM6UOFNTDoyLjA6¢c3R
hdHVzOIN1Y2NIc3MilC8+PC9zYW1scDpTdGFOdXM+PHNhbWw6QXNzZXJ0aW9ulFZIcnNpb249ljlu
MClgSUQ9II9kZTIlyZDcwNCOzNWZmLTQONDQtODQONSO3N2ZhYzUOMThkYzYilElzc3VISW5zdGFud
DOiMjAxNiOwNyOyN1QyMDoOMzoyOS4xODAxMDk3Wil+PHNhbWw6SXNzdWVylEZvem1hdDOidX/J
uOm9hc2lz0m5hbWVzOnRjOINBTUW6MidwOm5hbWVpZC1mb3JtYXQ6ZW50aXR51j5FcGIjUIRTPC
9zYW1s0klzc3VIcj48U2InbmFOdXJIIHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGR
zaWcjlji48U2InbmVkSW5mbz48Q2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvemI0aGO9ImhOdHAGL
y93d3cudzMub3inLzIWMDEVMTAveG1sLWV4Yy1jMTRulylglLz48U2InbmFOdXJITWV0aG9kIEFsZ29y
aXRobT0iaHROcDovL3d3dy53My5vemcvMjAwMC8wOS94bWxkc2Ini3JzYS1zaGExIiAvPjxSZWZlcmV
uY2UgVVIIPSIIX2RIMjJKNzZAOLTM1ZmYtNDQONCO4NDQI1LTc3ZmFiNTQxOGRjNil+PFRyYW5zZm9yb

Healthix Consent Registration API Specification. Page 8 of 19



XM+PFRyYW52Zm9ybSBBbGdvecmI0aG09ImhOdHA6Ly93d3cudzMub3inLziwMDAvMDkveG1sZHNp
ZyNIbnZIbG9wZWQtc2InbmFOdXJIliIAvPjxUcmFuc2Zvem0gQWxnb3JpdGhtPSJodHRwOi8vd3d3Lncz
Lm9yZy8yMDAxLzEwL3htbC1leGMtYzEObiMIiPjxJbomNsdXNpdmVOYW1Ic3BhY2VzIFByZWZpeExpc3
QI9IiNkZWZhdWx0IHNhbWwilHhtbG5zPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC1leGMt
YzEObiMIilC8+PC9UcmFuc2Zvcm0+PC9UcmFuc2Zvem1zPjxEaWdIc3RNZXRob2QgQWxnb3JpdGhtPS
JodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjc2hhMSIgLz48RGINZXNOVmFsdWU+RFR
FKOYOOXNNNEp4azhGTDBBRkhIalRIMTd3PTwvRGINZXNOVmMFsdWU+PC9SZWZIcmVuY2U+PC9Ta
WduZWRJIbmZvPjxTaWduYXR1cmVWYWx1ZT51aXp0SUVLVkUrMDZCa2ZVdnRROC9uR3JiZ2pOOT
VhODE2dnVIVDNFNHAdUWnpVMExJR2xDVzBKM1hjSFIEK3ZGUDIGZVN4WIFyNFZPWkxTZVQvUERC
VUhUNGxodHNFN;jI2dIgxcjdISTNLMnpid WRVbXFIZGM2cEhMWGVyaUF4eWEyR2ZhcXBQRnIzOE5X
OVU3UjVFSUUzRjFlekFkWEZUNENtM1NTOStyemZUcmVGU3BJUzN1NIZRcGZibjNScVpVbkVWUHRI
OFdzMkFhcmhzU1ZzeWZaSGcrcOx6QUcrT3ZmVGRIUJROVEZ1ZFFLSnlreHpYUFIDY1h5aWIhTGxpdG
JhTk5BODE3LzVrVGdKM2VnNmNBWngxTkxGNkZCRGIKaStEc3IRZFRMYOdXVHFZTFlaeEVCbGRxOG
d1dThscWdGSThOOXh2WIRxUnBvQzEvcVpuZ2c9PTwvU2InbmFOdXJIVmFsdWU+PEtleUluZm8+PFg
IMDIEYXRhPjxYNTA5U3ViamVjdE5ShbWU+Q049U1RTLVRTVC5jaHNsaS5vemcsIEQVPUIuZm9ybWF
0aW9ulFRIY2hub2xvZ3ksIE89Q2F0aG9saWMgSGVhbHRoIFNIcnZpY2VzIGImIExvbmcgSXNsYW5kL
CBMPVIvY2t2aWxsZSBDZW50cmUsIFM9TmV3IFlvemsslIEM9VVM8L1g1IMDITdWIqZWNOTmFtZT4
8WDUwOUNIcnRpZmljYXRIPk1JSUY1akNDQk02ZOF3SUJBZOILVKkOvYU5RQUNBQUI3R1RBTkIna3Fo
a2lHOXcwQkFRVUZBREJQTVINdOVRWUtDWkitaVpQeUxHUUJHUIIEYjNKbk1SVXdFd1ILQ1pJbWiaU
HIMR1FCR1JZRIkyaHpiR2t4SVRBZkInTIZCQU1UROVOSVUweEpMVVZ1ZEdWeWNISnBjMIVOVTNWa
UxVTKINVEFIRncweE5qQTFNekVATKRBNESEUMFGdzB5TkRBMUI1ERXhOalF5TIRGYU1JR3FNUXN3Q
1FZRFZRUUdFdOpWVXpFUk1BOEdBMVVFQOJNSVRtViNJRmx2Y21zeEdUQVhCZ05WQkFVEVGSnZZ
MnQyYVd4cl1pTQkRaVzUwY21VeE1EQXVCZO05WQkFvWEowTmhkR2h2YkdsaklFaGxZV3gwYUNCVF
pYSjJhV05sY3ICdlppQk1iMjVuSUVsemJHRNVaREVmMTUIWROExVUVDeE1XU1c1bWIzSnRZWFIwYjl0Z
1ZHVmphRzV2Ykc5bmVURWFNQMAHQTFVRUFATVIVMVIUTFZSVFZDNWpPhSE5z2YVM1dmNtY3dnZ
OVpTUEWRONTcUdTSWIzRFFFQkFRVUFBNEICRHdABd2dnRUtBbOICQVFERVcxaHZ5eGIMSFJIbjZ1INX
NwYktsNUVEdJXIDTOpkeGFSNOZWT09uZUczdXodcmYreU5YeHZYeCthL1BCdDZjckxTcERELIowckx3
ZC8zRmVaMzNGSWVsNzNPM29rQUExN1BuNnFHcIB6b1ZQVWg3dzIvNVozOVBWMI1RJeVcOWWE
55UpYdXVGSnIDOEtOY2QvalByWG5sOFBkSHhIZVNWKOdkdDhNV21aN201ckxuVTEOTURsTOOrcll5
WHNxalpNOHFjejhLOGs2RWpMRHAHVENIcIFuTXZKaG4yYOhEUWNnKzRaRVphaGw3UUFHWHhw
NKNZNHVadnRwcDZUSzNOemZ4d2RTVjI5K3QvUOd5cTIhK1dYTGhqgNzVrTmdCOUhFakczaUNGOG9
HOTFjalFWNDhoZDJzTTJIONERhUG5zSmZNLOk0SzIJVHIZV3JGUy90QWE4aGRBZ01CQUFHamdnSm1
NSUIDWWpBTOINTIZIUThCQWY4RUJBTUNCYUF3RXdZRFZSMGxCQXd3Q2dZSUt3WUJCUVVIQXdFd
2VBWUpLb1pJaHZjTkFRa1BCR3N3YVRBTOInZ3Foa2lHOXcwREFnSUNBSUF3RGdZSUtvWklodmNO
QXdRQOFNQOFNQXNHQ1dDRINBRmMxBd1FCS2pBTEInbGdoa2d CWIFNRUFTMHdDd1IKWUIaSUFXV
URCQUVDTUFzRONXQOdTQUZsQXdRQkJUQUAhCZ1VyRGANQOJ6QUtCZ2dxaGtpRzI3MERCekFkQmd
OVKhRNEVGZ1FVeEFQaGhZWkI2c21j0TQvTzdMSTd3TGV1dE5VdOh3WURWUjBqQk/nd0ZvQVVW
Qng2Whk1tcnRkcG91SytIVEVUUkKZ2RnZGZnd3V3dZRFZSMGZCRIF3VWpCUW9FNmdUSVpLYUhSMG
NEb3ZMMjFOWkdOMmJUQmIiVO5wTURBeExtTm9iMnhwTG05eVp50URaWEowUIcleWlyeHNM
ME5JVTB4SkxVVnVkR1Z5Y0OhKcGMyVXRVM1ZpTFVOQk1TZ3hLUzVqY213d2djZ0dDQ3NHQVFVRkJ
3RUJCSUC3TUIHNE1JRzFCZ2dyQmdFRkJRY3dBb2FCcUd4a1lYQTZMeTh2UTAOOVEwaFRURWt0OUIc
IMFpYSndibWx6 WIMxVGRXSXRRMEVATEVOT1BVRkpRU3hEVGoxUWRXSnNhVO1sTWpCTFpYa2x
NakJUWIhKMmFXTmxjeXhEVGoxVFpYSjJhV05sY3I14RFRqGMURIMjVtYVdkMWNtRjBhVzI1TEVSRFBX
Tm9jMnhwTEVSRFBXOXlaejlqUVVObGNuUnBabWxqWVhSbFAySmhjMIUVYjIKcVpXTjBRMnhoYzN
NOVkyVnlkR2xtYVdOaGRHbHZia0YxZEdodmNtbDBIVEE4AQmdrckInRUVBWUkzRIFJRUx6QXRCaVVy
QmdFRUFZSTNGUWIlelpaeGhLS3ILNGJoZ3IPRngrOVMwNWtKQzRUcXhWKOd1c1plQWdGaOFnRU
VNQnNHQINzROFRUUJnamNWQ2dRT01Bd3dDZ111S3dZQkJRVUhBAOV3RFFZSktvWklodmNOQVFF
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RkJRQURNZOVCQUAhRTmMJtb1Zze WVEQ2JONXcyV2htNOVrNIBwRU91TIFNelhMaO5YYlimbDIzLOR4a
3BIdONrMUIMMUdFVk1Mc20vYUI3ZmxGWHI5aVNxZ3cyTiBOOUFFcFo5WEJ1eGFFUTNPVESMLzZE
0eEI20UFpbIRwbTIObWhJQ111U0J0cnNYNE5BR2VWUIZYQ253MmInZ3J0cVVUalJ5MUhqZThgbHh
5TOR5QXISWnZDVEN1emIMKzdTcmJ3Z2g1NDVIcOXMTkEObk1YSmo2bEdhRk9IaTRMRzBYdi9%kWjg
vSmNGaVdRcytGUOdueXBuaE9HK3JRTGRUMEwWA4allhT3Z4WTITQUxWZkFZZzIWa3ZjROVuamdUM3
pPBRO9IMQmMhrc3NjdmI1Q3pPZDZYLO9LKOtIRINAVHFmMYOpDMDkrazh5RFARQINTRVpYWTBWclh2Z3
JvWnFnbStGMUJiMDO8L1g1MDIDZXJ0aWZpY2F0ZT48L1g1MDIEYXRhPjwvS2V55W5mbz48L1NpZ2
5hdHVyZT48c2FtbDpTdWJqZWNOPjxzYW1sOk5hbWVIRCBOYW1IUXVhbGImaWVyPSJlleXBlcnNwY
WNIIiBGb3JtYXQ9InVybjpvYXNpczpuYW1lczp0YzpTQUIMOJEUMTpuYW1laWQtZm9ybWFOOnVuc3
BIY2ImaWVklj5TSkhFRE1IEPC9zYW1sOk5hbWVJRD48c2FtbDpTdWIqZWNOQ29uZmlybWFO0aW9ulE
11dGhvZDO0idXJuOm9hc21z0m5hbWVzOnRjOINBTUW6EMidwOmNtOmJIYXJIcil+PHNhbWw6U3Viam
VjdENvbmZpcm1hdGIlvbkRhdGEgTm90QmVmb3JIPSIyMDE2LTA3LTI3VDIwOjQzOjlI5LjE4AMDEwWOTd
aliBOb3RPbk9yQWZ0zZXI91jIwMTYtMDctMjdUME6NDM6MjkuMTgwMTAS5N10ilFJIY2lwaWVudDOi
aHROcHM6Ly9zdGFnZS50ZWFsdGhpeC5vemcvY3NwL3B1YmxpYy9oc2FjY2Vzcy9IZWFsdGhpeC5Db
25uZWNOaW9uLkVwaWNTUOSUUOFNTEF1dGguY2xzliAvPjwvc2FtbDpTdWigZWNOQ29uZmlybWF
0aWS9uPjwvc2FtbDpTdWJqZWNOPjxzYW1sOkNvbmRpdGlvbnMgTm90QmVmb3JIPSIyMDE2LTA3LT
13VDIwOjQzOjI5LjEAMDEWOTdaliBOb3RPbk9yQWZ0ZXI9IjIwMTYtMDctMjdUME6NDM6MjkuMTg
WMTA5N10iPjxzYW1sOkF1ZGIIbmNIUmMmVzdHJpY3Rpb24+PHNhbWw6QXVkaWVuY2U+aHROCcHM6
Ly9zdGFnZS50ZWFsdGhpeC5vecmcvY3NwL3B1YmxpYy9oc2FjY2Vzcy91ZWFsdGhpeC5Db25uZWNO0a
W9uLkVwaWNTUO8UuUOFNTEF1dGguY2xzPC9zYW1sOkF1ZGIIbmNIPjwvc2FtbDpBdWRpZW5jZVJic
3RyaWNOaW9uPjwvc2FtbDpDb25kaXRpb25zPjxzYW1sOkFOdHJpYnVOZVNOYXRIbWVudD48c2FtbD
pBdHRyaWJ1dGUgTmFtZTOIRVhURUS5STSU9ORU1BSUWIPjxzYW1sOkFOdHIpYnVOZVZhbHVIIHhzaTp
OeXBIPSJ4czpzdHIpbmciPkpvZWwuTm9ybWFuQGNoc2xpLm9yZzwvc2FtbDpBdHRyaWJ1dGVWYW
x1ZT48L3NhbWw6QXROcmlidXRIPjxzYW1sOkFOdHpYnV0ZSBOYW1IPSIGQUNJTEIUWSI+PHNhbW
w6QXROcmlidXRIVmFsdWUgeHNpOnR5cGU9InhzOnNOcmluZyl+Sjwvc2FtbDpBdHRyaWJ1dGVWY
Wx1ZT48L3NhbWw6QXROcmlidXRIPjxzYW1sOkFOdHJpYnV0ZSBOYW1IPSINUk5DIj48c2FtbDpBdHR
yaWJ1dGVWYWx1Z5B4c2k6dHIwZTOieHM6c3RyaW5nljdwMDAxMTcINjUOPC9zYW1sOkFOdHIpYn
V0ZVZhbHVIPjwvc2FtbDpBdHRyaWJ1dGU+PHNhbWw6QXROcmIidXRIIEShbWU9Ik1STkUiPjxzYW1s
OkFOdHIpYnV0ZVZhbHVIIHhzaTpOeXBIPSJ4czpzdHIpbmciPkU4MzMzMjwvc2FtbDpBdHRyaWJ1dG
VWYWx1ZT48L3NhbWw6QXROcmlidXRIPjxzYW1sOkFOdHJpYnVOZSBOYW1IPSINUk5GIj48c2FtbDp
BdHRyaWJ1dGVWYWx1ZSB4c2k6dHIwZTOieHM6c3RyaW5nljdwMDAyMjkzNTc2PC9zYW1sOkFOd
HIpYnV0ZVZhbHVIPjwvc2FtbDpBdHRyaWJ1dGU+PHNhbWw6QXROcmIidXRIIEShbWUSIk1STkciPjxz
YW1sOkFOdHJpYnV0ZVZhbHVIIHhzaTp0eXBIPSJ4czpzdHIpbmciPJAWMDEWNzQwWMESL3NhbWw6
QXROcmlidXRIVmFsdWU+PC9zYW1sOkFOdHJpYnV0ZT48c2FtbDpBdHRyaWJ1dGUgTmFtZTOiTVIOSi
1+PHNhbWw6QXROcmlidXRIVmFsdWUgeHNpOnR5cGU9InhzOnNOcmluZyl+MDAwWMTQ30TM3NT
wvc2FtbDpBdHRyaWJ1dGVWYWx1ZT48L3NhbWw6QXROcmlidXRIPjxzYW1sOkFOdHJpYnV0OZSBOY
W1IPSINUK5NIj48c2FtbDpBdHRyaWJ1dGVWYWx1Z5B4c2k6dHIwWZTOieHM6c3RyaW5nljdwMDAw
OTYWMTIxPC9zYW1sOkFOdHJpYnV0ZVZhbHVIPjwvc2FtbDpBdHRyaWJ1dGU+PHNhbWw6QXR0Ocm|
idXRIIEShbWUSIk1STIMIiPjxzYW1sOkFOdHJpYnV0ZVZhbHVIIHhzaTp0eXBIPSJ4czpzdHIpbmciPiAwM
DM50TYzMTU8BL3NhbWw6QXROcmlidXRIVmMFsdWU+PC9zYW1sOkFOdHJpYnVOZT48c2FtbDpBdHR
yaWJ1dGUgTmFtZTOiUKOMRSI+PHNhbWw6QXR0OcmlidXRIVmFsdWUgeHNpOnR5cGU9InhzOnNOc
mluZyl+UGh5c2ljaWFuPC9zYW1sOkFOdHJpYnV0ZVZhbHVIPjwvc2FtbDpBdHRyaWJ1dGU+PHNhbW
w6QXROcmlidXRIIEShbWUSIINQRUNJQUXUWSI+PHNhbWw6QXROcmlidXRIVmFsdWUgeHNpOnR5
cGU9InhzOnNOcmluZyl+RW1lcmdlbmN5IE1IZGljaWS5IPC9zYW1sOkFOdHIpYnV0ZVZhbHVIPjwvc2Ft
bDpBdHRyaWJ1dGU+PHNhbWw6QXROcmlidXRIIEShbWU9InVzZXIiPjxzYW1sOkFOdHIpYnV0ZVZhb
HVIIHhzaTp0eXBIPSJ4czpzdHIpbmciPINKSEVETUQxPC9zYW1sOkFOdHIpYnV0ZVZhbHVIPjwvc2FtbD
pBdHRyaWJ1dGU+PC9zYW1sOkFOdHJpYnVOZVNOYXRIbWVudD48c2FtbDpBdXRobINOYXRIbWVud
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CBBdXRobkluc3RhbnQIIjiwMTYtMDctMjdUMAENDMEMjkuMTgwMTA5N10iPjxzYW1sOIN1Ympl
Y3RMb2NhbGI0eSBBZGRyZXNzPSIXMCAXMC44MidzMSIgRESTTmFtZTOiY2hzbGkub3JnliAvPixzYW1
sOkF1dGhuQ29udGV4dD48c2FtbDpBdXRobkNvbnRIeHRDbGFzc1JIZj51cm46b2FzaXM6bmFtZXM6
dGMGUOFNTDoyLA6YWMGY2xhc3NIczpQYXNzd29yZFByb3RIY3RIZFRyYWS52cG9ydDwvc2FtbDpBd
XRobkNvbnRIeHRDbGFzc1JIZj48L3NhbWw6QXV0aG5Db250ZXh0Pjwvc2FtbDpBdXRobINOYXRIbWV
udD48L3NhbWwW6EQXNzZXJ0aWIuPjwvc2FtbHA6UMVzcG9uc2U+

Appendix - B

e Healthix decode Participant request to get user and patient attribute

@)

SAML2.0 IdP Post SamIResponse url-decoded
SAMLResponse
o
bTOiaHROcDovL3d3dy53My5vemcvMjAwMC8wOS94bWxkc2Inl2VudmVsb3BIZC1zaWduYXR
1cmUilC8+PFRyYW5zZm9ybSBBbGdvcmI0aG09ImhOdHA6Ly93d3cudzMub3JinLzIwMDEVMT
AveG1sLWVAYy1jMTRulyl+PEIuY2x1c212ZU5hbWVzcGFjZXMgUHJIZmI4TGIzdDOil2RIZmF1b
HQgc2FtbHAgc2FtbCB4cyBkcyB4c2kilHhtbG5zPSJodHRwOI8vd3d3LnczLm9yZy8yMDAXLzE
wL3htbC1leGMtYzEObiMIilC8+PCI9UcmFuc2Zvem0+PC9UcmFuc2Zvem1zPjxEaWdIc3RNZXRo
b2QgQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbGRzaWcjc2hhMSI
gLz48RGInZXNOVmFsdWU+VU5aRytWQjA2K2FLSVgOW,ZGYXIKUHJUOUhFPTWVRGINZXNOV
mFsdWU+PCI9SZWZIcmVuY2U+PC9TaWduZWRIbmZvPixTaWduYXR1cmVWYWx1ZT53Y2wy
Y3pncWV0aUp4QU10aVNoTzk4WG52bVpnZzFkSStySOp6T1hsaySLMkFIYiSONWpkek5xdVV
VNDh1VTMyNFFRVOVtSHQVTGhZS2IGN1g1WUpOZjFhYzZmZnNJbTB2aWxIS0s2YVY3UGIHal
hxWWRFU3RaNkdQQ201VjRhWG9sTzhFN2hGeVhvL2xIZzNPaGYrN2VoUi80cFczcINUdWdB
MThOZHYzQk1nNS91YIZ1SkFKSkFYTUVodnJIVjc2ZIpETExRKzhFdGxiOUI1Ti9paGZXOTBEbkh
UVOdieEFOc2xXS2dJZTh2MXdGdEd4RzMvZEVDSkFidU4vaG5MVUI2UFJON3U5cHIMZWFmMO
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EFyRzJhVnUxemgwYOhycz)yREVhTHZMMmIDZnNkWWZqT3doYjNPay9UL1oyVE5RV1Badzk CWIFNRUFTMHdDd1IKWUIlaSUFXVURCQUVDTUFzRONXQOdTQUZsQXdRQkJIUQ WVEQ2JONXcyV2htNOV
rNIBWRU91TIFNelhMa05YYlImbDIzLOR4a3BIdONrMUIMMUdFVk1Mc20vYUI3ZmxGWHI5a
VINxZ3cyTjBOOUFFcFo5WEJ1eGFFUTNPVESMLzEQeEI20UFpbIRwbTIObWhJQ111U0JOcnNYN
E5BR2VWUIZYQ253MmInZ3]0cVVUa1J5MUhqZThgbHh5TOR5QXI5SWnZDVEN1emIMKzdTc
mJ3Z22g1NDVIcOXMTkEObk1YSmo2bEdhRk9laTRMRzBYdi9%kWjgvSmNGaVdRcytGUOdueXBu
0E9HK3JRTGRUMEWA4allhT3ZAWTITQUxWZkFZZzIWa3ZjROVuamdUM3pBRO9ImQmhrc3Njd
ml1Q3pPZDZYLO9LKOtIRINAVHFmMYOpDMDkrazh5RFARQINTRVpYWTBWclh2Z3JvVnFnbStG
MUJIMDO8L1g1MDIDZXJ0aWZpY2F0ZT48L1g1MDIEYXRhPjwvS2V55W5mbz48L1NpZ25hdH
VyZT48c2FtbHA6U3RhdHVzPjxzYW1scDpTdGFOdXNDb2RIIFZhbHVIPSI1cm46b2FzaXM6bmF
tZXM6dGM6UOFNTDoyLjA6¢c3RhdHVzOIN1Y2NIc3MilC8+PC9zYW1scDpTdGFOdXM+PHNhb
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?2
UgVVIIPSIIX2RIMjJkNzAOLTM1ZmYtNDQONCO4NDQI1LTc3ZmFiNTQxOGRjNil+PFRyYW5zZm
9ybXM+PFRyYW52Zm9ybSBBbGdvcmI0aGO9ImhOdHA6Ly93d3cudzMub3JinLzIwMDAvMDkv
eG1sZHNpZyNIbnZIbGI9wzZWQtc2InbmFOdXJIiAvPjxUcmFuc2Zvem0gQWxnb3JpdGhtPSJodH
RwOi8vd3d3LnczLm9yZy8yMDAxLzEwL3htbC1leGMtYzEObiMIiPjxJbmNsdXNpdmVOYW1Ic3
BhY2VzIFByZWZpeExpc3Q91liNkZWZhd WxO0IHNhbWwilHhtbG5zPSJodHRwOi8vd3d3LnczLm
9yZy8yMDAXxLzEwL3htbC1leGMtYzEObiMIilIC8+PCI9UcmFuc2Zvem0+PC9UcmFuc2Zvecm1zPjx
EaWdIc3RNZXRob2QgQWxnb3JpdGhtPSJodHRwOIi8vd3d3LnczLm9yZy8yMDAwLzA5L3htbG
RzaWcjc2hhMSIgLz48RGINZXNOVmFsdWU+RFRFKOYOOXNNNEp4azhGTDBBRkhlalRIMTd3P
TWVRGINZXNOVmFsdWU+PC9SZWZIcmVuY2U+PCI9TaWduZWRIbmZvPjxTaWduYXR1cmVW
YWx1ZT51aXpO0SUVLVkUrMDZCa2ZVdnRROC9uUR3JiZ2pOOTVhODE2dnVIVDNFNHdUWnpV
MExJR2xDVzBKM1hjSFIEK3ZGUDIGZVN4WIFyNFZPWkxTZVQvUERCVUhUNGxodHNFNjl2dlg
XCjdISTNLMnpid WRVbXFIZGM2cEhRMWGVyaUF4eWEYyR2ZhcXBQRnIzOE5XOVU3UjVFSUUzR CWIFNRUFTMHdDA1IKWUIaSUFXVURCQUVDTUFzRONXQ
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0dTQUZsQXdRQkJUQUAhCZ1VyRGANQOJ6QUtCZ2dxaGtpRzI3MERCekFkQmdOVKhRNEVGZ1
FVeEFQaGhZWkI2c21j0TQvTzdMSTd3TGV1dE5VdOh3WURWUBqQkInd0ZvQVVWQng2 Wk
1tcnRkcG91SytIVEVUUKZ2RnZGZnd3V3dZRFZSMGZCRIF3VWpCUWI9FNmdUSVpLYUhSMGN
Eb3ZMMFOWkdOMmJUQmIiVO5wTURBeExtTm9jMnhwTG05eVp50URaWEowUIcleWlyeH
NMMESJIVTB4SkxVVnVkR1Z5YOhKcGMyVXRVM1ZpTFVOQk1TZ3hLUzVqY213d2djZ0dDQ3N
HQVFVRkJ3RUJCSUC3TUIHNE1JRzFCZ2dyQmdFRkJRY3dBb2FCcUd4al1lYQTZMeTh2UTAOOV
EwaFRURWtOUIcIMFpYSndjbWx6 WIMxVGRXSXRRMEVATEVOT1BVRkpRU3hEVGoxUWRXS?3)J
pYnV0ZSBOYW1IPSIGQUNJITEIUWSI+PHNhbWw6QXROcmlidXRIVmFsdWUgeHNpOnR5cGU
9InhzOnNOcmluZyl+Sjwvc2FtbDpBdHRyaWJ1dGVWYWx1ZT48L3NhbWw6QXROcmlidXRIPjx
zYW1sOkFOdHJpYnV0ZSBOYW1IPSINUk5DIj48c2FtbDpBdHRyaWJ1dGVWYWx1Z5B4c2k6dH
IwZT0ieHM6¢3RyaW5nljdwMDAxMTcINjUOPC9zYW1sOkFOdH)pYnV0ZVZhbHVIPjwvc2FtbD
pBdHRyaWJ1dGU+PHNhbWw6QXROcmIidXRIIEShbWUSIk1STkUiPjxzYW1sOkFOdHJpYnV0Z
VZhbHVIIHhzaTp0eXBIPSJ4czpzdHIpbmciPkU4MzMzMjwvc2FtbDpBdHRyaWJ1dGVYWYWix1
ZT48L3NhbWw6QXROcmlidXRIPjxzYW1sOkFOdHIpYnV0ZSBOYW1IPSINUk5GIj48c2FtbDpBd
HRyaWJ1dGVWYWx1Z5B4c2k6dHIwZTOieHM6c3RyaW5snljdwMDAyMjkzNTc2PC9zYW1sOk
FOdHJpYnV0ZVZhbHVIPjwvc2FtbDpBdHRyaWJ1dGU+PHNhbWw6QXROcmlidXRIIEShbWUI!

Healthix Consent Registration API Specification. Page 14 of 19


)pYnV0ZVZhbHVIPjwv
c2FtbDpBdHRyaWJ1dGU+PHNhbWw6QXROcmlidXRIIE5hbWU9InVzZXIiPjxzYW1sOkFOdHJp
YnV0ZVZhbHVIIHhzaTpOeXBIPSJ4czpzdHIpbmciPINKSEVETUQxPC9zYW1sOkFOdHI)pYnVOZV
ZhbHVIPjwvc2FtbDpBdHRyaWJ1dGU+PC9zYW1sOkFOdHJpYnVOZVNOYXRIbWVudD48c2Ftb
DpBdXRobINOYXRIbWVudCBBdXRobkluc3RhbnQ9IjlwMTYtMDctMjdUMJA6NDM6MjkuMTg
WMTA5N10iPjxzYW1sOIN1YmplY3RMb2NhbGIl0eSBBZGRyZXNzPSIxMC4xMC44MidzMSIgRE
S5TTmFtZT0iY2hzbGkub3JnliAvPjxzYW1sOkF1dGhuQ29udGV4dD48c2FtbDpBdXRobkNvbnRI
eHRDbGFzc1JIZj51cm46b2FzaXM6bmFtZXM6dGM6UOFNTDoyLjA6YWMG6Y2xhc3NIczpQYX
Nzd29yZFByb3RIY3RIZFRyYW52zcG9ydDwvc2FtbDpBdXRobkNvbnRlIeHRDbGFzc1JIZj48L3Nhb
Ww6QXV0aG5Db250ZXh0Pjwvc2FtbDpBdXRobINOYXRIbWVudD48L3NhbWw6QXNzZXJ0a
WO9uPjwvc2FtbHA6UmVzcG9uc2U+

o SAML2.0 IdP Post SamIResponse url-decoded and base64-decoded
<?xml version="1.0"?>
<samlp:Response xmlns:saml="urn:oasis:names:tc:SAML.:2.0:assertion"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:samlp="urn:oasis:names:tc:SAML.:2.0:protocol" ID="_5dba6664-5624-4532-9247-
b1lbe94da623d" Version="2.0" Issuelnstant="2016-07-27T720:43:29.1801097Z"
Destination="https://stage.healthix.org/csp/public/hsaccess/Healthix.Connection.EpicSSO.SAML
Auth.cls">
<saml:lssuer>EpicSTS</saml:Issuer>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference URI="#_5dba6664-5624-4532-9247-b1be94da623d">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<InclusiveNamespaces xmins="http://www.w3.0rg/2001/10/xml-exc-c14n#"
PrefixList="#default samlp saml xs ds xsi"/>
</Transform>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>UNZG+VB06+aKIX4Z6FayJPrTOHE=</DigestValue>
</Reference>
</SignedInfo>
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<SignatureValue>wcl2czggetiJxAMtiShO98XnvmZggldl+rKJzOXIk/K2 AHb/t5jdzNquUU48uU
324QQWEmMHt/LhYKIiF7X5Y Jtflac6ffsimOvilHKK6aV7PiGjXqYdEStZ6GPCm5V4axXolO8E7h
FyXo/leg30hf+7ehR/4pW3sSTugA18tdv3BMg5/ubVuJAJJAXMEhvreV76fZDLLQ+8EtIh9B5N
lihfW90DNHTWGhxAtsIWKgle8viwFtGxG3/dECIAbuN/hnLUB6PRN7u9pyLeaf8ArG2aVulzh
OcHrs2rDEaLvL2iCfsdYfjOwhb30k/T/Z2TNQWPZw9I8bKsxJF34uW+MIPYxQ==</SignatureV
alue>
<Keylnfo>
<X509Data>
<X509SubjectName>CN=STS-TST.chsli.org, OU=Information Technology, O=Catholic

Health Services of Long Island, L=Rockville Centre, S=New York, C=US</X509SubjectName>

<X509Certificate>MIIF5]CCBM6gAwIBAgIKVM/aNQACAAB7GTANBgkghkiGOWOBAQUF
ADBPMRMWEQYKCZImiZPyLGQBGRYDb3JInMRUWEWY KCZImiZPyLGQBGRYFY2hzbG
kxITAfBgNVBAMTGENIUOXJLUVuUdGVycHIpc2UtU3VILUNBMTAeFWOXNjA1IMzEXNDA4
NDRaFwOyNDALIMDEXNjQyNTFaMIGgMQswCQYDVQQGEwWIVUzERMASGALIUECBMIT
mV3IFlvemsxGTAXBgNVBACTERIVY 2t2aWxsZSBDZW50cmUxMDAuBgNVBA0TJONhdGh
vbGIjIENIYWx0aCBTZXJ2aWNIcyBvZiBMb25nIElIzbGFuZDEfMBOGA1IUECXMWSW5mb3Jt
Y XRpb24gVGVjaG5vhGIneTEaMBgGALUEAXMRUIRTLVRTVC5jaHNsaS5vemewggEIMA
0GCSqGSIh3DQEBAQUAA4IBDWAWGGEKA0IBAQDEW1hvyxbLHRIN6U5spbKISEDurCOJd
xaR7FVOO0ONeG3uz8rf+yNXxvXx+a/PBt6crLSpDD/Z0rLwd/3FeZ33FIel73030kAAL17Pn6qGrPz
o0VPUh7wW2/5Z39PV3TIyW4Ya9lJXuuFJyC8KNcd/jPrXnl8PdHxeeSV+Gdt8MWmZ7m5rLnU14
MDIOM+rYyXsqgkZM8qcz8K8K6EjLDWGT CerQnMvJhn2cHDQcg+4ZEZahl7QAGXxp6CY4u
Zvtpp6 TK3NzfixwdSVIy+t/SGyq9a+WXLhj75kNgBIHEjG3iCF80G91cjQp48hd2sM2t4DaPnsJf
M/14K9ITrYWrFS/NAaghdAgMBAAGjggImMIICYjAOBgNVHQ8BAFSEBAMCBaAWEWY D
VROIBAWWCgYIKwYBBQUHAWEWeAY JKoZIhveNAQKPBGswaTAOBggqhkiGOwWODAgGICA
IAWDgYIKoZIhveNAWQCAgCAMASGCWCGSAFIAWQBK]jALBglghkgBZQMEASOWCWYJY
IZIAWUDBAECMASGCWCGSAFIAWQBBTAHBgUrDgMCBzAKBggghkiGOwW0DBzAdBgNV
HQ4EFgQUXAPhhYZB6smc94/07LI7wLeutNUwWHwWYDVRO0jBBgwFoAUVBx6ZMmrtdpouK+
HTETRFVFVFiwwWwY DVROfBFQwWUjBQoE6GgTIZKaHROcDovL21tZGN2bTBibWNpMDAXL
mNoc2xpLm9yZy9DZXJORWS5yh2xsLONIUOxJLUVudGVycHIpc2UtU3ViILUNBMSgxKS5jcm
wwgcgGCCsGAQUFBWEBBIG7MIG4MIG1BggrBgEFBQcwA0aBgGxkY XA6LYy8vQ049Q0hT
TEKtRW50ZXJIwemlIzZS1TdWItQOEXLENOPUFJQSXDTj1QdWJsaWMIMjBLZXKIMjBTZXJ2
aWNIcyxDTj1TZXJ2aWNIcyxDTj1Db25maWwd1lcmF0aW9uLERDPWNoc2xpLERDPW9yZz9j
QUNIcnRpZmljY XRIP2Jhc2U/b2JgZWNO0Q2xhc3M9Y 2VydGImaWNhdGlvbkF1dGhvemlIOe TA
8BgkrBgEEAY I3FQCELzAtBIUrBgEEAY I3FQiHzZZXhKKyK4bhgyOFx+9S05kJCATgxV+Gus
ZHAJFKAQEEMBSGCSsGAQQBgjcVCgQOMAWWCGY IKwYBBQUHAWEWDQYJKoZlhveN
AQEFBQADggEBAHQNbmMoVsyeDCbN5w2Whm7EK6PPEOUNQMzXLKNXbRfI23/DxkpHwWC
k1ML1GEVMLsm/alwflFXyyiSqgw2NOt9AEpZIXBuxaEQ30TNL/14xB69AINTpMINmMhICYu
SBtrsX4NAGeVRVXCnw2iggrNqUTKRy1Hje8jIxyODyAr9ZvCTCuziL+7Srbwgh545HsSLLNA4
nMXJj6lGaFOei4LGOXv/dZ8/IcFiWQs+FSGnypnhOG+rQLdTOL8jYaOvxY9SALVTAYg9Vkvc
GEnjgT3zAGOfBhksscviuCzOd6 X/OK+KIFSxTqfcJC09+k8yDWQBSSEZXY0VrXvgroVggm+
F1Bb0=</X509Certificate>
</X509Data>
</Keylnfo>
</Signature>
<samlp:Status>
<samlp:StatusCode Value="urn:oasis:names:tc:SAML.:2.0:status:Success"/>
</samlp:Status>
<saml:Assertion Version="2.0" ID="_de22d704-35ff-4444-8445-77fac5418dc6"
Issuelnstant="2016-07-27T20:43:29.1801097Z2">
<saml:lssuer Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:entity">EpicSTS</saml:Issuer>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
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<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference URI="#_de22d704-35ff-4444-8445-77fac5418dc6">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/10/xml-exc-c14n#"
PrefixList="#default saml"/>
</Transform>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>DTE+F49sM4Jxk8FLOAFHHjTH17w=</DigestValue>
</Reference>
</Signedinfo>

<SignatureValue>uiztEKVE+06BkfUvtQ8/nGrbgjN95a816vuHT3E4AWT ZzUOLIGICWO0J3XcHY
D+VvFP9FeSxZQr4VOZLSeT/PDBUHTA4IhtsE626vX1r7HI3K2zbudUmgedc6pHL XeriAxya2Gfa
qpPFys8NWOU7R5EIE3F1HZAdXFT4Cm3SS9+rzfTreFSplS3u6VQpfon3RqZUNEVPtH8WSs2A
arhsSVsyfZHg+sLzAG+OVITdbRANTFudQKJIr+xzXPRCcXyiiaLlithaNNA817/5kTgJ3eg6cAZX
INLF6FBDiJi+DsyQdTLcGWTqYLYZXEBIdg8guuslqgF18tIxvZTgRpoCl/qZngg==</Signature
Value>
<KeylInfo>
<X509Data>
<X509SubjectName>CN=STS-TST.chsli.org, OU=Information Technology, O=Catholic
Health Services of Long Island, L=Rockville Centre, S=New York, C=US</X509SubjectName>

<X509Certificate>MIIF5jCCBM6gAwWIBAgIKVM/aNQACAAB7GTANBgkghkiGOWOBAQUF
ADBPMRMWEQYKCZImiZPyLGQBGRYDb3JnMRUWEWYKCZImiZPyLGQBGRYFY2hzhG
kxITAfBgNVBAMTGENIUOxJLUVuUdGVycHIpc2UtU3VILUNBMT AeFWOXNjALIMzEXNDA4
NDRaFwOyNDALMDEXNjQYNTFaMIGgMQswCQYDVQQGEwWJVUzERMASGALUECBMIT
mV3IFlvemsxGTAXBgNVBACTERIVY 2t2aWxsZSBDZW50cmUxMDAuBgNVBA0TJONhdGh
vhGIjIENIYWx0aCBTZXJ2aWNIcyBvZiBMb25nIEIzbGFuZDEfMBOGALIUECXMWSW5mb3Jt
Y XRpb24gVGVjaG5vhGIneTEaMBgGALUEAXMRUIRTLVRTVC5jaHNsaS5vemewggEIMA
0GCSqGSIh3DQEBAQUAA4IBDWAWYJEKA0IBAQDEW1hvyxbLHRIN6U5spbKISEDurCOJd
xaR7FVOONneG3uz8rf+yNXxvXx+a/PBt6crLSpDD/Z0rLwd/3FeZ33F1el73030kAA17Pn6qGrPz
oVPUh7w2/5Z39PV3TIyW4YadlJXuuFJyC8KNcd/jPrXnI8PdHxeeSV+Gdt8MWmZ7m5rLnU14
MDIOM+rYyXsqkZM8qcz8K8K6EjLDWGT CerQnMvJhn2cHDQcg+4ZEZahl7TQAGXxp6CY4u
Zvtpp6 TK3NzfixwdSVIy+t/SGyq9a+WXLhj75kNgBIHEjG3iCF80G91cjQp48hd2sM2t4DaPnsJf
M/14K9ITrYWrFS/NAa8hdAgMBAAGjggImMIICYjAOBgNVHQ8BAFSEBAMCBaAWEWYD
VROIBAWWCgY IKwYBBQUHAWEwWeAY JKoZIhveNAQKPBGswaTAOBggghkiGOWODAgGICA
IAWDgY IKoZIhveNAWQCAgGCAMASGCWCGSAFIAWQBKjALBglghkgBZQMEASOWCWYJY
IZIAWUDBAECMASGCWCGSAFIAWQBBTAHBgUrDgMCBzAKBggghkiGOwW0DBzAdBgNV
HQ4EFgQUXAPhhYZB6smc94/07LI7wLeutNUwHwWY DVRO0jBBgwFoAUVBXx6ZMmrtdpouK+
HTETRFVFVFiwwWwY DVROfBFQwWUjBQoE6GgTIZKaHROcDovL21tZGN2bTBibWNpMDAXL
mNoc2xpLm9yZy9DZXJIORW5yb2xsLONIUOxJLUVudGVycHJIpc2UtU3ViILUNBMSgxKS5jcm
wwgcgGCCsGAQUFBWEBBIG7MIGAMIG1BggrBgEFBQcwA0aBgGxkY XA6LYy8vQ049Q0hT
TEKtRW50ZXJwemlzZS1TdWItQOEXLENOPUFJIQSXDTj1QdWJIsaWMIM]BLZXKIMBTZXJ2
aWNIcyxDTj1TZXJ2aWNIcyxDTj1Db25maWwd1lcmF0aW9uLERDPWNoc2xpLERDPW9yZz9j
QUNIcnRpZmljY XRIP2Jhc2U/b2JgZWNO0Q2xhc3M9Y 2VydGImaWNhdGIvbkF1dGhvemlIOe TA
8BgkrBgEEAY I3FQCELzAtBIUrBgEEAY I3FQiHzZZXhKKyK4bhgyOFx+9S05kJCATgxV+Gus
ZHAQFKAQEEMBSGCSsGAQQBgjcVCgQOMAwWwWCY IKwYBBQUHAWEWDQY JKoZlhveN
AQEFBQADggEBAHQNbmoVsyeDChN5w2Whm7Ek6PpEOUNQMzXLKNXbRfI23/DxkpHwWC
k1IML1GEVMLsm/alwflFXyyiSqgw2NOt9AEpZ9IXBuxaEQ30TNL/14xB69AINTpmINmMhICYu
SBtrsX4NAGeVRVXCnw2iggrNqUTKRy1Hje8jlxyODyAr9ZvCT CuzilL+7Srbwgh545HSLLNA4
nMXJj61GaFOei4L GOXv/dZ8/JcFiIWQs+FSGnypnhOG+rQLdTOL8jYaOvxY9SALVFAYg9Vkvc
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GEnjgT3zAGOfBhksscviuCzOd6X/OK+KIFSxTqfcJC09+k8yDWQBSSEZXY0VrXvgroVggm+
F1Bb0=</X509Certificate>
</X509Data>
</KeylInfo>
</Signature>
<saml:Subject>
<saml:NamelD NameQualifier="Hyperspace"
Format="urn:oasis:names:tc:SAML.:1.1:nameid-
format:unspecified">SIJHEDMD</saml:NamelD>
<saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML.:2.0:cm:bearer">
<saml:SubjectConfirmationData NotBefore="2016-07-27T720:43:29.1801097Z"
NotOnOrAfter="2016-07-27T21:43:29.1801097Z"
Recipient="https://stage.healthix.org/csp/public/hsaccess/Healthix.Connection.EpicSSO.SAMLAuU
th.cls"/>
</saml:SubjectConfirmation>
</saml:Subject>
<saml:Conditions NotBefore="2016-07-27T20:43:29.1801097Z" NotOnOrAfter="2016-07-
27T21:43:29.1801097Z">
<saml:AudienceRestriction>

<saml:Audience>https://stage.healthix.org/csp/public/hsaccess/Healthix.Connection.EpicSSO.SA
MLAuth.cls</saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<saml:AttributeStatement>

<saml:Attribute Name="EXTENSIONEMAIL">

<saml:AttributeValue xsi:type="xs:string">Joel.Norman@chsli.org</saml: AttributeVValue>
</saml:Attribute>
<saml:Attribute Name="FACILITY">

<saml:AttributeValue xsi:type="xs:string">J</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="MRNC">

<saml:AttributeValue xsi:type="xs:string">0001175654</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="MRNE">

<saml:AttributeValue xsi:type="xs:string">E83332</saml: AttributeValue>
</saml:Attribute>
<saml:Attribute Name="MRNF">

<saml:AttributeValue xsi:type="xs:string">0002293576</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="MRNG">

<saml:AttributeValue xsi:type="xs:string">0001074021</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="MRNJ">

<saml:AttributeValue xsi:type="xs:string">0001479375</saml:Attribute\Value>
</saml:Attribute>
<saml:Attribute Name="MRNM">

<saml:AttributeValue xsi:type="xs:string">0000960121</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="MRNS">

<saml:AttributeValue xsi:type="xs:string">0003996315</saml:Attribute\Value>
</saml:Attribute>
<saml:Attribute Name="ROLE">

<saml:AttributeValue xsi:type="xs:string">Physician</saml:Attribute\VValue>
</saml:Attribute>
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<saml:Attribute Name="SPECIALTY">
<saml:AttributeValue xsi:type="xs:string">Emergency Medicine</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="user">
<saml:AttributeValue xsi:type="xs:string">SJHEDMD1</saml:AttributeVValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml:AuthnStatement Authninstant="2016-07-27T20:43:29.1801097Z">
<saml:SubjectLocality Address="10.10.82.31" DNSName="chsli.org"/>
<saml:AuthnContext>

<saml:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtected Transp
ort</saml:AuthnContextClassRef>
</saml:AuthnContext>
</saml:AuthnStatement>
</saml:Assertion>
</samlp:Response>
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